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ABSTRACT1 

Mobile money transfer services (MMTS) are currently being deployed in many markets 
across the world and are widely used for domestic and international remittances.  
However, MMTS transactions are highly susceptible to fraud.  Fraud detection of MMTS 
and similar financial services is an important and significant endeavor. Although data 
mining and modeling techniques have evolved sophisticated probabilistic models to detect 
credit card and financial statement fraud, mobile money payment services still lack specific 
fraud detection solutions and research.  We will discuss specific challenges related to fraud 
detection in MMTS transactions and the data approach and design solutions we developed 
to address those challenges.  Finally, we will discuss the dynamic tri-clustering predictive 
model we developed to detect fraud in MMTS transactions, and the synthetic data set we 
used to train our model.   
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INTRODUCTION  

Credit card fraud and financial statement fraud have been pervasive in our economy and society for 

many years.  Such fraud has cost companies, consumers and society exorbitant amounts of time and 

money.  For example, two of the largest credit card security breaches to date, TJX in 2007 and 

Target in 2013, are alone responsible for leaking over 80 million credit card numbers to scammers 

due to ineffective security of their point of sale systems. Mobile money transfer services (MMTS) 

are newer types of financial transactions that are currently being deployed in many markets across 

the world and are widely used for domestic and international remittances.   MMTS transactions, like 

credit cards and financial statements, are highly susceptible to fraud.  Fraud detection of MMTS 

transactions and similar financial services is an important and significant endeavor.  

 

Data mining and modeling techniques have evolved sophisticated probabilistic models to detect 

credit card and financial statement fraud, and with the emergence of MMTS transaction 

probabilistic models are now necessarily being developed to detect fraud in MMTS transactions.  

We studied the predictive models used for credit card and financial statement fraud, as well as 

those used specifically for MMTS transactions, such as the RadViz visualization technique and 

Predictive Security Analyser.  We then utilized a synthetic data set with a combined three clustering 

algorithm that is applied dynamically to attempt to detect fraud in MMTS transactions in real time. 
. 
 

CHALLENGES ADDRESSED IN OUR DATA APPROACH AND MODEL 

 
Data scientist have challenges in developing predictive models that detect fraudulent financial 
transactions, including challenges of accessing large, imbalanced and available data for use to test 

and validate the models and the need to detect financial fraud in real time. 
 
 
 

 



 

 

Figure 1: List of Models Currently in Use 
to Detect Financial Fraud 

• Machine learning [14, 2, 1] 

• Adaptive machine learning 

techniques (AMLTs) [18] 
• Logistic regression [14] 

• Support vector machines [14] 

• Artificial neural network [14, 2] 

• Bagging [14], 

• C4.5 [14], 

• Stacking [14] 

• RadViz visualization techniques 

(the model coordinates a RadViz 
visualization view and a graph-

based view) [13] 
• Predictive Security Analyzer [16] 

• Sequence Alignment [1] 

• Fuzzy Logic [1] 

• Genetic Programming [1] 

• Artificial Intelligence [1] 

DATA APPROACH 

First, the data sets must be very large and highly imbalanced.  [12].  The data sets must be very large 

because normally more than one million transactions are created daily.  [12, 19].  The data sets are 
highly imbalanced due to the limited number of fraudulent transactions. For example, one data 
contained over 300 000 transactions in one day with only 5 incidents of fraud.  [12] This results in 
the task of detecting very rare fraud dispersed among a massive number of genuine 

transactions.  [12]. 

Second, there is a dearth of publicly available real financial transaction data to perform experiments 
on. This is principally due to privacy concerns surrounding financial transactions and the reluctance 
of financial institutions to share proprietary information.  [15, 9, 19].  There is a lack of legitimate 
datasets on mobile money transactions to perform research on. The domain of fraud detection is a 

big problem today and is of great interest to the scientific community. [9, 19] 
 
Our approach to address the dearth of large, imbalanced available data is to use a simulated 

synthetic data set to train and validate our predictive model.  PaySim is a financial simulator that 
simulates mobile money transactions based on an original dataset [9].  This simulated data can be 
as prudent as the original dataset for research. [9].  Several research cases have used synthetic data. 
[18]  

FINANCIAL FRAUD DETECTION MODELS 

• There are many published papers discussing financial fraud detection predictive models 

that have been tested and evaluated.  [15, 11, 12, 14, 20, 2, 18] Fig. 1 displays several 
predictive models, tools and techniques that are addressing the issue of fraud detection [1] 

Models like these are a necessary to combat fraud proactively, rather than dealing with its effects, 
reactively. 

DYNAMIC MODELS FOR REAL TIME DETECTION 

Fraud detection needs to be in real time and consider the fact that the interval between a customer 
initiating a transaction and the payment being transferred to its destination account is usually very 
short [12].  In order to prevent instant money loss, a fraud detection alert should be generated as 
quickly as possible. This requires a high level of efficiency in detecting fraud in large and imbalanced 

data [12].  Dynamic models are needed to create this efficiency in detecting fraud in real time [12, 
19]. 
 



 

 
Figure 2: Basic Structure of a Fraud 
Detection Algorithm 

 
 
 

 
 
 

 
Figure 3: Proposed Model of   
Clustering Diagram 

 
 

OUR PREDICTIVE MODEL 

We developed a dynamic predictive model that was trained, tested and validated with the PaySim 

synthetic data set.  It is designed as a dynamic model to instantaneously detect fraud in MMTS 

transactions.  The dynamic nature of the model enables the user to detect and raise alarms for 

fraudulent transactions in real time.  Our model shown in Fig. 3:   

• Uses a combination of three unsupervised clustering algorithms simultaneously for 
improved prediction accuracy and fast real time analysis   

o Each algorithm might use all or some parameters of the prepared data set 
o Each algorithm does its own clustering analysis so that the transaction is tested 

from different perspectives to make sure the detecting process works optimally 
o The new transaction is grouped with 100 of the most recent transactions for the 

clustering analysis 
o A transaction is alerted as suspicious if it (1) takes place in shared space between 

at least two algorithms and (2) is in a single node or is in clusters with minimum 
members and high local outlier values  

• A suspicious transaction predicted by at least two of the clustering algorithms is 
instantaneously examined by a decision support system, which allows real time action on 
the altered transaction  

• Has a 68.75% fraud detection accuracy for dynamic online modeling 

CONCLUSIONS 

Losses from online payment fraud is predicted to more than double by 2023, reaching $48 billion 
annually.  Developing methods to detect mobile money transfer fraud is essential to combat fraud 
atte mpts on these transactions.  Dynamic modeling techniques are an important component of 

preventing mobile money transfer fraud as they find patterns within extremely large imbalanced 
data sets that could not be observed otherwise and help provide a solution in real time (or near real 
time).  Our tri-clustering dynamic predictive model was trained on a large imbalanced synthetic data 
set and will  detect mobile money fraud in real time and will  assist in reducing fraud in mobile 

money transfer services. 
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